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Abstract
5G networks are increasingly exposed to Distributed Denial of Ser-
vice (DDoS) attacks launched by mobile botnets exploiting user
equipment (UE). Existing studies have treated malware propaga-
tion and DDoS impact separately, with no prior simulation work
having modeled how Device-to-Device (D2D) malware spreads and
translates into network-wide DDoS stress. This paper introduces
DDoSimu5G, an extension of Simu5G [33] integrated with the ONE
simulator [24], which enables, for the first time, the combined mod-
eling of D2D malware propagation, UE mobility, and botnet-driven
traffic loads on 5G infrastructure. The framework is aligned with
3GPP Proximity based Services (ProSe) in the 5G System (5GS) TS
23.304 [1] specifications, supports configurable attack scenarios,
and generates diverse datasets, including infection logs, mobility
traces, and PCAP traffic. By linking propagation dynamics with
DDoS effects, DDoSimu5G provides the research community with a
reproducible open-source tool for studying and mitigating emerg-
ing D2D-driven threats in 5G networks.

CCS Concepts
• Networks→ Network performance evaluation; • Security
andprivacy→Mobile andwireless security;Denial-of-service
attacks.
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1 Introduction
Cybersecurity threats targeting telecommunication networks have
rapidly increased, with intrusions rising by 41% between 2023 and
20241. Malware-infected User Equipment (UE), particularly Cellu-
lar IoT devices (CIoTs), significantly contribute to this threat, with
forecasts further indicate that cellular IoT connections will con-
tinue to rise sharply, from around 4 billion in 2024 to more than 7
billion by 2030, with a large share consisting of mobile devices such
as connected cars, drones, and wearables23. This allows attackers
to exploit Device-to-Device (D2D) communication features and
vulnerabilities in CIoTs, enabling rapid formation of large-scale
botnets. These botnets leverage high device mobility and dense de-
ployments, making resulting Distributed Denial-of-Service (DDoS)
attacks both scalable and difficult to mitigate [17].

D2D is defined in 3GPP TS 23.304 [1] Proximity Services (ProSe),
supporting three modes of communications: Direct Communication
(i.e, UE-to-UE), UE-to-Network Relay, and UE-to-UE Relay. How-
ever, relatively few efforts have identified D2D as an attack vector
on 5G networks [37], [38], and [30]. The authors recognized the
lack of existing work focusing on the security aspects of real-world
use cases created explicitly for a D2D communication environment.
To the best of our knowledge, no previous work has examined
malware propagation via D2D communication in 5G networks and
its potential role in enabling large-scale DDoS attacks through the
network infrastructure.

Therefore, this research addresses the key question: How can
researchers effectively model and analyze the combined dynamics of
D2D malware propagation and resulting botnet-driven DDoS traffic
loads on 5G networks?. Our solution, DDoSimu5G, a discrete-time
simulation framework integrating malware propagation modeling,
UE mobility, and 5G network traffic emulation. Our framework
facilitates versatile scenario creation and dataset generation, em-
powering further research into robust detection and mitigation
strategies for next-generation mobile networks.

All code and configuration files are made available in a public
repository [6] for reproducibility.

1https://go.crowdstrike.com/2024-threat-hunting-report.html
2https://www.ericsson.com/en/reports-and-papers/mobility-report/dataforecasts/
iot-connections-outlook
3https://www.gsma.com/solutions-and-impact/technologies/internet-of-
things/gsma_resources/mobile-iot-in-a-5g-future-whitepaper/
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Understanding how malware propagates and how resulting bot-
nets affect network performance is essential yet challenging due to
ethical and practical constraints on real-world experimentation. As
a result, simulation frameworks play a critical role in enabling safe
and controlled studies of adversarial behaviors. While prior works
such as [9], [14], [18], and [42] have presented valuable theoretical
and analytical models of D2D malware propagation, they often
neglect the sequential steps of D2D communication as described
in TS 23.304 [1]. In particular, the standard outlines the complete
chain of ProSe operation, where communication delays are tied to
transmission mode requests and Layer-2 procedures. This is central
for realistically modeling malware propagation in D2D scenarios.

To overcome these limitations, we introduce a modular and
generic Susceptible-Infected (SI) epidemic model tailored explic-
itly for Device-to-Device (D2D) communication in 5G networks.
Unlike earlier abstract models, our design explicitly reflects the
3GPP TS 23.304 approximation of direct D2D dynamics, which ap-
proximates the communication delays and proximity constraints
associated with 5G ProSe. The model supports configurable in-
fection parameters and accommodates diverse mobility schemes,
enabling more realistic simulations and systematic analysis of D2D
malware-driven DDoS impacts on 5G infrastructure.

Furthermore, by basing propagation on direct D2D interactions,
the framework ensures that the number of compromised devices
increases dynamically, making attack severity a function of both
mobility patterns and malware propagation rate rather than a pre-
selected set of malicious nodes. In particular, the use of the ONE
simulator [24] allows us to approximate realistic pedestrian routines
and clustered mobility behaviors. We employ two representative
movement models from the ONE simulator: a randomized base-
line (RWP) and a structured, activity-driven model (GAM). The
latter, adapted from the Working Day Movement model, which
lends greater realism to the infection dynamics compared to purely
synthetic models, as shown in prior work [7]. This design choice
allows us to connect malware propagation with its impact on core
components, and lays the foundation for generating 5G-specific,
mobility-aware adversarial datasets.

A central motivation for our design is the need for datasets that
capture how DDoS attacks evolve over time and how they affect 5G
infrastructure. Existing benchmarks such as CIC-DDoS2019 [41],
UNSW-NB15 [32], and more recent efforts such as IXP-Scrubber
[44], LATAM-DDoS-IoT [4], and THU-DDoS2024 [15] provide valu-
able traffic traces for intrusion detection research. However, these
datasets are agnostic to the specifics of 5G, as they do not cap-
ture encapsulation at the radio access network (RAN) or aggre-
gation at the User Plane Function (UPF), nor do they reflect how
infection dynamics influence adversarial load. Our framework ad-
dresses this gap by generating configurable 5G-specialized traces
that link mobility-driven propagation and dataset generation with
user-plane performance metrics. Our aim, rather than replacing
existing benchmarks, is for DDoSimu5G to be viewed as a com-
plement to the broader dataset landscape, offering researchers the
ability to generate datasets tailored to 5G scenarios.

In this work, we scope the adversary to user-plane UDP volu-
metric flooding attacks. Such attacks are both prevalent and im-
pactful. A recent report indicates that UDP floods accounted for
approximately 61% of all DDoS incidents in H2 2023, significantly
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Figure 1: 5G user-plane topology with multiple gNodeBs and
key interfaces.

outpacing TCP and SYN floods4. This makes them a practical and
representative focus for our study. Moreover, these attacks are
straightforward to execute, as they do not require sophisticated
exploitation of CIoT device firmware or SIM/USIM stacks; instead,
lightweight application-layer malware can generate high-rate traf-
fic streams that saturate 5G infrastructure while overwhelming
backend services.

These challenges motivate our framework design.We summarize
our contributions as follows:
• An SI epidemic model tailored for D2D malware prop-
agation in 5G networks, supporting realistic simulation of
botnet formation over time.
• An integrated simulation framework capturing the
full lifecycle from malware propagation to UDP flooding
DDoS attacks within 5G networks, and associated measuring
network metrics.
• Methodology for generating detailed datasets, including
mobility traces, D2D malware infection metrics, and realistic
5G traffic.

The paper is organized as follows. First, we present the relevant
background. Next, we discuss our threat model and review related
work. We then describe the system model of our proposed simula-
tion framework, followed by its evaluation and discussion. Finally,
we conclude the paper and discuss future directions.

2 Background
This paper focuses on two key areas relevant to our integrated
simulation framework: the 5G user-plane network components,
and Direct-D2D communication in 5G networks.

2.0.1 5G User-Plane Network Topology. The 5G user plane is re-
sponsible for forwarding data packets between UEs and external
data networks. As specified in 3GPP TS 23.501, this involves key
components such as the gNodeB (gNB), which provides radio ac-
cess and handles both control and user data, and the User Plane
Function (UPF), which enforces traffic policies and manages QoS.
In larger deployments, an Intermediate UPF (iUPF) may be used to
aggregate traffic from multiple gNBs before forwarding to the core
network. Figure 1 illustrates the main user-plane components and
relevant interfaces, including:
• X2 Interface: Connects gNBs to facilitate coordination, load
balancing, and seamless handovers between cells.
• N3 Interface: Connects the gNB to the UPF, enabling the
transfer of user data packets.

4https://www.securitymagazine.com/articles/101109-ddos-attacks-surge-in-h2-2023

128

https://www.securitymagazine.com/articles/101109-ddos-attacks-surge-in-h2-2023


DDoSimu5G: A Simulator to Model D2D Botnet DDoS Traffic Loads on 5G Components SIGSIM-PADS ’26, June 24–26, 2026, Vienna, Austria

• N9 Interface: Connects two UPFs, such as an iUPF and a
core UPF, allowing for flexible data routing within the core
network.
• N6 Interface: Connects the UPF to the Data Network, facil-
itating the delivery of user data to external networks.

The user-plane handles data traffic transport and is configured by
several control-plane functions. For analyzing DDoS behavior, our
focus remains on the gNBs, UPFs, and their associated interfaces
that directly handle data traffic.

2.0.2 Direct-D2D Communication in 5G. D2D communication is
formalized in the 3GPP technical specification TS 23.304 under
Proximity Services, as well as in the 5G ProSe security architecture
principles defined in TS 33.503. Additionally, 3GPP TS 36.843 exam-
ines the radio aspects of D2D communication, including proximity-
based discovery and resource management.

Unlike Delay-Tolerant Networks (DTNs), which use store-and-
forward mechanisms, D2D communication typically relies on struc-
tured, direct transmissions using the cell radio resources (i.e., car-
rier frequency). Although D2D direct communications are often
initiated and managed with assistance from the infrastructure for
authorization and resource allocation, the actual data transmission
on the ProSe-App occurs outside the core network.

While D2D has traditionally been examined for its positive im-
pact on network performance, relatively few studies have focused
on its vulnerabilities, particularly in the context of malware prop-
agation or security threats. In this study, D2D communication is
used to serve as a propagation vector for scalable, infrastructure-
independent malware propagation in 5G networks.

3 Threat model
We assume an adversary whose objective is to transfer malware
between UEs over the PC5 sidelink so that compromised UEs later
generate coordinated DDoS traffic against network targets, in a
similar fashion as the attacker goals presented in [36], and [45].
The adversary may operate as either (i) a compromised UE (in-
sider) that legitimately participates in ProSe discovery and link
establishment, or (ii) a local active radio-range adversary capable of
injecting PC5 messages within radio range. We explicitly exclude
operator-level compromises (i.e., the attacker cannot maliciously
provision PC5 policies or keys via the PKMF/PCF [2]). We further
assume cryptographic primitives remain strong: successful attacks
therefore depend on compromised devices, protocol misuse, or per-
missive device installation policies rather than on breaking core
crypto-measures. These capability is assumed in the simulations to
evaluate worst-case scenarios.

3.1 Explicit assumptions
(1) Attacker primary goal: Deliver and install malware on tar-

get UEs via PC5 unicast links so compromised UEs can later
generate DDoS traffic. Secondary goals: persistence, remain
undetected, and propagation of UDP flooding to saturate
radio-access and transport resources.

(2) Attacker Method: User-plane UDP flooding attacks. Such
attacks are prevalent and impactful. The disproportionate
strain on infrastructure stems from the stateless nature of

UDP, as UDP packets require no session management, mak-
ing it easy to saturate both radio-access and transport-layer
components with minimal attacker sophistication.

(3) Initial foothold: Attacker controls a limited number legit-
imate UEs. Attacker can run PC5 message discovery, send
Direct Communication Requests (DCRs), perform L2 estab-
lishment, and send user-plane payloads within radio range.

(4) Cryptographic model: As per TS 33.503 [2] with attacker
success depends on: (a) possession of valid keys/contexts, (b)
exploitation of failures in authentication/integrity checks,
or (c) disabled/absent protections.

(5) UE Device assumptions: UE auto-accept or auto-install
payloads. If devices require explicit user consent or strict app
signing, infection success probability drops substantially.

(6) Link establishment and timing: Attacker-triggered DCR
and subsequent L2 establishment follow TS 23.304 proce-
dures. Payload transfer latecny is modeled in our D2D model
Section 5.2.

(7) Radio model & proximity: Payload transfer requires sus-
tained contact within communication radius (𝑟 ) therefore
mobility of UEs are taken into consideration for successful
malware propagation in our D2D Model, Section 5.2.

(8) Mobility exploitation: The attacker exploits UEmobility to
expand the botnet footprint across multiple gNodeB sectors
and core network components.

(9) Detection & remediation: The 5G network or endpoints
detection and prevention mechanisms are absent.

(10) Scale of initial compromise: Experiments percentage of
initially compromised UEs is 5%, tomeasure epidemic growth.

4 Related Work
To establish the relevance and critical importance of our research,
we review prior studies on (i) DDoS simulations in cellular networks,
(ii) botnet propagation via D2D communication, (iii) simulation
frameworks, and (iv) dataset gaps.

DDoS Simulations in Cellular Networks. Early studies such as [5]
and [20] introduced conceptual mobile botnet architectures, show-
ing the potential of malicious UEs impact on cellular network perfor-
mance even with coordinated low-bandwidth attacks. Later works,
including [27] and [21], relied on small-scale simulations with static
UEs to examine throughput degradation. Other efforts, such as [31]
and [10], employed malicious traffic generation tools like Bonesi to
study DDoS attacks. Kitana et al. [25] uniquely explored mobility
aspects within LTE botnet-driven DDoS, demonstrating the inter-
play between user movement and network vulnerability. These
contributions, however, did not measure the impacts at the full 5G
infrastructure level.

D2D Malware Propagation Models. D2D communication, while
beneficial for network efficiency, introduces security risks due to its
decentralized nature. The study presented in [28] models infection
with random-walk mobility, showing that movement accelerates
spread, but it does not incorporatemalware packet transmission and
propagation delays. While [14] has used Gauss–Markov mobility
to show higher contact rates accelerate malware. To capture the
spatial-temporal dynamics, the authors in [18] have used cellular
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automata and truncated Lévy walks, although without considering
infrastructure delays. Other studies such as [12], [42], and [3] relied
on abstract topologies or unrealistic mobility. Benomar et al. [9]
came closer to 5G by applying an agent-based SI model, but assumed
fixed speeds and constrained propagation rules, limiting realism.
Overall, these works highlighted the need for models that couple
realistic mobility with explicit infection dynamics. Our framework
advances this line of research by integrating configurable delays,
diverse mobility schemes, and infrastructure-aware propagation
into a unified 5G context.

5G Simulation Frameworks. Several simulators provide partial
support for modeling dynamics in 5G. Simu5G [33], built on OM-
NeT++, enables end-to-end user-plane simulations with traffic gen-
eration, mobility, and KPI monitoring. The ONE Simulator [24]
is widely used for delay-tolerant and opportunistic message pass-
ing, making it suitable for modeling D2D propagation. NS-3 [40]
remains a general-purpose wireless and IP simulator.

IoTSecSim [13] simulates malware propagation among IoT de-
vices, enabling the evaluation of infection dynamics and defense
strategies. However, it focuses primarily on device-level infections
and does not model botnet-driven DDoS impacts on 5G infrastruc-
tures or core network KPIs. Similarly, Boeira et al. [11] extended
Simu5G to generate KPI datasets supporting anomaly detection,
focusing on RAN-level faults rather than malware-induced dis-
ruptions. However, none of the presented studies presented the
temporal effect of malware spread on 5G infrastructure-level traffic,
a gap our framework bridges.

Attack Datasets. Benchmark datasets such as CIC-DDoS2019
[41], Bot-IoT [26], and UNSW-NB15 [32] have been widely adopted
for intrusion detection. However, these suffer from imbalance, lim-
ited diversity, and lack of 5G context, as shown in [23], [19], and [35].
Recent efforts have addressed some shortcomings: LATAM-DDoS-
IoT [4] focuses on IoT-specific attacks, THU-DDoS2024 [15] mixes
flood types for traffic complexity, UNSW-NB15-Bot-IoT [46] com-
bines datasets to mitigate imbalance, and IXP-Scrubber [44] extracts
balanced traffic from backbone vantage points. While valuable,
these remain static and do not capture dynamic propagation-driven
growth. Our framework is therefore best viewed as a complement: it
generates 5G-specific traces at gNBs and UPFs, embedding infection
dynamics that link botnet growth with infrastructure stress.

In summary, while prior works have advanced DDoS attacks
analysis, D2D propagation models, simulators, and datasets, they
typically overlook the integration of these elements into a single,
end-to-end framework. Our work addresses this gap by combin-
ing realistic D2D propagation with 5G infrastructure modeling,
enabling both dataset generation and evaluation of detection mech-
anisms under adversarial stress.

5 Proposed System Model
This section describes the architecture of the simulation frame-
work, the components, and the proposed D2Dmalware propagation
model.

5.1 Simulation Framework
The framework integrates two components: the ONE simulator [24]
and Simu5G [33], see Figure 2. This separation allows D2D mobil-
ity and infection propagation to be modeled independently from
5G infrastructure-level data traffic simulation, while maintaining
discrete-event synchronization.

The ONE simulator is tailored for Delay-Tolerant Networks
(DTNs), supporting ad-hoc, opportunistic, and D2D communica-
tion. It excels in mobility modeling and contact event generation,
making it well-suited for simulating the spread of malware through
proximity-based D2D interactions. Its modular and extensible archi-
tecture allowed us to implement a customizable D2D propagation
model, as described in Section 5.2. Additionally, its computational
efficiency made it preferable for rapidly iterating over large-scale
mobility scenarios and extracting temporal contact metrics.

5.1.1 ONE simulator adaptation. We created a custom routing class,
D2DRouter, extending ActiveRouter, to model direct transmission of
malware between infected and susceptible nodes, see Section 5.2.
Malware infections occur after a handshake and configurable trans-
fer delay; nodes become infectious after an installation time.

Accurately capturing the effects of D2D-based malware propa-
gation requires realistic modeling of user mobility. However, public
access to real-world movement traces remains limited in scope and
resolution [29]. To address this challenge, we leverage mobility
models available in the ONE simulator that can approximate both
generic and structured human movement. In particular, previous
evaluations have shown that the ONE simulator mobility models
can approximate realistic node movements and clustering behavior
during daily activities, lending credibility to its use in adversarial
simulation scenarios [7].

To simulate realistic movement, we use two mobility models:

• RandomWaypoint (RWP): A synthetic baseline.
• Generic Activity Model (GAM): A map-based model for
simulating structured lunch-hour pedestrian mobility, fea-
turing fixed destinations and timed stops.

To assess the spread of D2D malware, RWP provides randomized
movement to model generic propagation dynamics, while GAM
simulates structured pedestrian routines that lead to temporary
clustering of users, creating high-contact opportunities for malware
transmission.Together, these models combine baseline dynamics
with activity-driven realism, offering a richer perspective on how
D2D propagation unfolds in 5G scenarios. The source code and
mobility configurations are openly available in our repository at [6].

Movement traces and infection positions are extracted and visu-
alized in Figure 3. Nodes are defined as any cellular UE capable of
D2D communication. The ONE simulator logs node movement and
infection metrics in JSON format for later use in Simu5G.

5.1.2 Simu5G adaptation. The JSON logs are imported into Simu5G
using BonnMotion-compatible trace files [8]. A custom module,
DataTrafficController, dynamically modifies traffic behavior
of infected nodes based on their infection timestamp and position.
This enables runtime switching from benign to DDoS traffic profiles
based on infection events, allowing accurate modeling of adversar-
ial traffic loads.
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Figure 2: DDoSimu5G framework architecture
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Figure 3: ONE simulator traces for node movement trajecto-
ries and infection positions represented as "X" for RWP and
GAMmobility models during 1 hour of simulation.

5.1.3 Metrics and Trace Extraction. Table 1 summarizes the ex-
tracted metrics. The extracted logs enable the generation of realistic
traffic patterns and support detailed analysis of malware behavior
and its impact on data traffic loads on 5G network components.

5.1.4 Dataset Generation. A major limitation in the domain of
studying DDoS attacks in 5G networks is the scarcity of realistic
datasets reflecting malware propagation and DDoS activity in 5G

Table 1: Metrics extracted from Infection and Movement
Simulation JSON Logs

Mobility Metrics
Metric Name Description
Node Position (x, y) coordinates of the node at 60-sec intervals
Trajectory Path Sequence of positions showing node movement over time,

including node velocity per step
D2D Malware Infection Metrics

Node IDs ID of the infecting and infected nodes
Contact Duration Time interval between connection and disconnection
Distance Between
Nodes

Distance between nodes during initial contact, and at in-
fection success

Node Positions at
Contact

(x, y) positions of both nodes at contact start

Malware Infection
Details

Timestamps for message creation, request, handshake,
start/end transfer, and successful infections. Node (x, y)
coordinates at infection. Infection status (active or inactive
infection).

networks. Existing datasets, such as CIC-DDoS2019 [41], often
lack mobility realism, D2D behavior, and infrastructure-level detail.
While tools like DDoSIM [34] offer botnet simulation, they fall short
in modeling large-scale, time-evolving 5G deployments.

To address this, DDoSimu5G[6] supports integrated logging of
infection dynamics, node mobility, and per-UE traffic using the ONE
simulator and Simu5G. Packet-level traces can be exported in .pcap
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or .pcapng using OMNeT++’s PcapRecorder [43], enabling flow in-
spection, anomaly detection, and ML dataset generation. Combined,
these features allow for reproducible, trace-driven experimentation
across multiple layers of the 5G stack.

1. Configure Simulation
Mobility Model, Topology, UE Profiles

Parameters

2. Execute ONE Simulation
Generate Mobility & Infection Traces

Malware Propagation
Events

UE Movement
Events

Infection Traces Movement Traces

3. Assemble Simu5G Scenario
Map traces to network model

Scenario Configuration

4. Execute Simu5G Run
Network simulation with traffic

Raw Output Data

5. Process & Analyze Results
Calculate KPIs, extract flows

Final Results
KPIs, PCAPs, Analysis

Simulation Interrupt Events

DDoS UDP
traffic

Iterate Parameters

Figure 4: DDoSimu5G process flow diagram

5.1.5 Process Workflow. The process workflow of DDoSimu5G
is presented in 4. The workflow begins with configuring simula-
tion parameters, including mobility models, map topology, and
UE profiles (Benign/Malicious) patterns. The ONE simulator then
executes to generate both mobility traces and malware infection
events. These traces are processed separately, movement traces
maps to UE mobility and network/handover behavior, while infec-
tion data triggers DDoS attack simulations. The Simu5G platform
executes the network simulation, incorporating both normal traffic
and attack events. Finally, results are analyzed to extract key per-
formance indicators, packet captures, and comprehensive network
behavior analysis, with an optional feedback loop for parameter
optimization.

5.1.6 Integration Challenges and Outcomes.

• Semantic mismatch: ONE is message-centric with epidemic
propagation, while Simu5G is packet-centric with 5G proto-
cols; we defined conversion layers to map infection events
into traffic flows.
• Time alignment: ONE operates on discrete eventswith contact-
based malware propagation timing, while Simu5G simu-
lates slot-level scheduling; we introduced a synchronization

mechanism to map infection logs into attack traffic injection
events.
• UE behavior adaptation: Simu5G’s UEs had to be extended
with role switching logic (benign ↔ infected) driven by
infection logs.
• Reproducibility: Common data formats (JSON traces) allow
decoupled runs, enabling repeatable experiments and param-
eter sweeps.
• Scalability: Our framework supports scenarios from a hand-
ful of UEs up to ∼1,000 UEs per run in both ONE and Simu5G.
Larger experiments are realized by parallelizing runs in
blocks of 1,000 UEs, allowing exploration of botnets with
tens of thousands of devices. While each run yields KPIs for
its block, stacking metrics and propagation delays provides
an approximate view of large-scale network effects.

5.2 D2D Malware Propagation Model
Following the classical SI epidemic model used in prior D2D prop-
agation studies [9], we adapt our design to approximate the PC5
sidelink and the sequential ProSe transmission procedures defined
in 3GPP TS 23.304 [1], including the Direct Communication Request
(DSR) and the UE-oriented and ProSe-service-oriented Layer-2 link
establishment that precede ProSe data transfer. Modeling these
stages is necessary to capture timing and proximity constraints
that critically influence infection dynamics in realistic 5G D2D
scenarios. Our model offers a 3GPP-grounded foundation for sim-
ulating and analyzing malware propagation in 5G-enabled D2D
networks.

Themodel is implemented as a modular framework that supports
integrationwith variedmobility schemes and configurable infection
parameters. The theoretical model below considers only the subset
of susceptible nodes (𝑆𝐼𝑠 ⊆ 𝑈 ) within the total UE population𝑈 . The
complementary non-susceptible set (𝑆𝐼𝑛𝑠 = 𝑈 \ 𝑆𝐼𝑠 ) is not modeled
here but introduced later to analyze the indirect impacts of malware-
driven DDoS traffic activation on 5G network components.

5.2.1 Theoretical Model. In the proposed model, each node can
exist in one of the following three states: Susceptible (𝐼𝑠 ) nodes
that are benign but vulnerable to infection, Infected Inactive
(𝐼𝑖𝑛𝑎𝑐𝑡 ) nodes that have been infected but are not yet propagating
malware, and Infected Active (𝐼𝑎𝑐𝑡 ) nodes that have been infected
and are actively propagating malware to other nodes. 𝐼𝑖𝑛𝑎𝑐𝑡 nodes
transition to the infected active state after a fixed period of time
𝑡𝑐𝑎𝑐𝑡 . In the proposed model, the status of all nodes is updated at
regular intervals of 𝑙𝑒𝑛(𝑡) seconds. The total population of nodes
(𝑁 ) at any given time step 𝑡 is constant and𝑁 = 𝑁𝐼𝑠 (𝑡)+𝑁𝐼𝑖𝑛𝑎𝑐𝑡 (𝑡)+
𝑁𝐼𝑎𝑐𝑡 (𝑡), where 𝑁𝐼𝑠 (𝑡), 𝑁𝐼𝑖𝑛𝑎𝑐𝑡 (𝑡), and 𝑁𝐼𝑎𝑐𝑡 (𝑡) denote the number
of 𝐼𝑠 , 𝐼𝑖𝑛𝑎𝑐𝑡 , and 𝐼𝑎𝑐𝑡 nodes at 𝑡 , respectively.

Malware Propagation Algorithm. . Algorithm 1 describes the mal-
ware propagation model. In this model, nodes successfully maintain
the communication as long as nodes as they remain within the com-
munication radius 𝑟 . The Euclidean distance of two nodes 𝑥 and 𝑦
is denoted by dist(𝑥,𝑦).

Contact Rate. . We assume that the nodes are distributed ran-
domly in the entire area 𝐴, the node density (𝜌) is 𝑁

𝐴
, 𝑣𝑖 , 𝑣 𝑗 , and

𝜙 denote the speed of 𝑖 , 𝑗 , and angle between the velocity vectors,
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Algorithm 1Malware propagation
Require: Sets 𝑆𝐼𝑠 , 𝑆𝐼𝑖𝑛𝑎𝑐𝑡 , and 𝑆𝐼𝑎𝑐𝑡 where the elements of these sets are the fol-
lowing nodes respectively: 𝐼𝑠 , 𝐼𝑖𝑛𝑎𝑐𝑡 , and 𝐼𝑎𝑐𝑡 .
𝑆𝐼𝑖𝑛𝑎𝑐𝑡 ← ∅, 𝑡 ← 0
while 𝑁 ≠ 𝑁𝐼𝑎𝑐𝑡 (𝑡 ) do

for 𝑥 ∈ 𝑆𝐼𝑎𝑐𝑡 do
for 𝑦 ∈ 𝑆𝐼𝑠 do

if dist(𝑥, 𝑦) ≤ 𝑟 for duration𝑇infection then
add 𝑦 to 𝑆𝐼𝑖𝑛𝑎𝑐𝑡
remove 𝑦 from 𝑆𝐼𝑠

for 𝑧 ∈ 𝑆𝐼𝑖𝑛𝑎𝑐𝑡 do
if 𝑧 has been in set 𝑆𝐼𝑖𝑛𝑎𝑐𝑡 for time 𝑡𝑐𝑎𝑐𝑡 then

add 𝑧 to 𝑆𝐼𝑎𝑐𝑡
remove 𝑧 from 𝑆𝐼𝑖𝑛𝑎𝑐𝑡

𝑡 ← 𝑡 + 𝑙𝑒𝑛 (𝑡 )

respectively. Equation (2) in [39] gives the contact rate (𝐶𝑅 ), which
is the number of nodes 𝑗 entering the area around node 𝑖 that is
bounded by 𝑟 :

𝐶𝑅 =
𝜌𝑟

𝜋

∫ 2𝜋

0
(𝑣2𝑖 + 𝑣

2
𝑗 − 2𝑣𝑖𝑣 𝑗 cos𝜙)

1/2𝑑𝜙. (1)

Infection Spread Approximation. . To approximate the total time
of infection, we first compute the number of newly infected nodes
at a given time step 𝑡 . Central Limit Theorem is a probability theory
that is stating that, if certain conditions are met, the distribution of
the sample mean—after being standardized—tends toward a normal
distribution as the sample size increases. Thus, the probability of
newly infected nodes at a given time step 𝑡 is estimated as follows:

𝑓 (𝑡) = 1
√
2𝜋𝜎2

𝑒
− (𝑡−𝜇)

2

2𝜎2 , (2)

where 𝜇 is the mean and 𝜎2 is the variance of the distribution. Eq. 2
evaluates the probability density function at discrete time steps 𝑡 .
Therefore, to approximate the number of newly infected nodes at
a given 𝑡 , we calculate 𝑓 (𝑡) × 𝑁 × 𝑙𝑒𝑛(𝑡), where 𝑙𝑒𝑛(𝑡) is the time
step’s interval width. To approximate the total infection spread at
time 𝑡𝑛 , we need to compute:

𝑛∑︁
𝑖=1

𝑓 (𝑡𝑖 ) × 𝑁 × 𝑙𝑒𝑛(𝑡𝑖 ). (3)

Table 2 provides a summary of the notations.

5.2.2 Empirical Validation. To examine variability in D2Dmalware
propagation, we conducted 10 simulation runs each for RWP and
GAM mobility models, using different random seeds to vary node
positions and trajectories. From each set, we selected the fastest,
slowest, and median runs based on final infection time. Simulations
included 100 mobile UEs, over 3,600s, moving at 1–5m/s, reflecting
pedestrian and cyclist speeds. RWP was used in a 2000×2000m2
open space, while GAM used the Helsinki map with configurable
stop behavior. Key parameters are shown in Table 3.

Contact Rate Validation. . If we assume that the nodes move
with the average speed, i.e., 𝑣𝑖 = 𝑣 𝑗 = 3𝑚/𝑠 , then from Eq. 1 we
obtain 𝐶𝑅 =

100(150)
2000(2000)𝜋

∫ 2𝜋
0 (3

2 + 32 − 18 cos𝜙)1/2𝑑𝜙 = 0.029.
Therefore, according to the theoretical formula in Equation 1, we
expect approximately 3% of nodes to be in contact at any given time.
For each mobility model, the simulation was repeated ten times,
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Figure 5: Cumulative Infection Growth for fastest, slowest,
and median runs

and the median run was selected for analysis. We then sampled
five random time snapshots: 𝑡 = 47.02, 88.97, 361.41, 592.21, 1178.24
seconds. At each snapshot, we measured the number of active node-
to-node connections, defined as connections that were previously
established and still active at that time. The median number of
active connections per node across these snapshots for D2D GAM
and D2D RWP is 4.0 and 3.0 connections, respectively.

Infection Spread Approximation Validation. . We present a base-
line metric that highlights the overall infection behavior across
the selected runs, Figure 5. The figure shows the cumulative infec-
tion growth over time for the fastest, slowest, and median runs.
Now, let us, as an example, assume that we want to count the
total number of newly infected nodes after 2000 seconds in the
RWP model. If 𝑙𝑒𝑛(𝑡) = 50𝑠𝑒𝑐 , the mean infection time is 𝜇 =
𝑡1+𝑡2 ...+𝑡𝑛

𝑛 = (50+ 100+ 150+ ... + 2000)/40 = 1025 and the variance
is 𝜎2 = 1/𝑛∑𝑛

𝑖=1 (𝑡𝑖 − 𝜇)2 = 1/40∑40
𝑖=1 (𝑡𝑖 − 1025)

2 = 333125. Thus,
from Formula 3, the number of total newly infected after 2000 sec-
onds is

∑40
𝑖=1 𝑓 (𝑡𝑖 ) × 100 × 50 = 91.7. Since the simulation starts

with 5 initially infected nodes, the total number of infected nodes is
approximately 96.7, which closely aligns with the values observed
in Figure 5 (92 infected UEs in 1800 sec in the RWP median run).

6 System Model Evaluation
This section presents the simulation scenario, experiment setup,
and results used to evaluate the impact of D2D-based malware
propagation and botnet-driven DDoS traffic on 5G network com-
ponents. It details the simulated environment, including UE count
and simulation duration, followed by the baseline configuration
and test cases. The section concludes with key findings.

6.1 Simulation Scenario
All test cases use RWP mobility with a fixed random seed to isolate
traffic load effects. This ensures consistency across experiments
and allows observed variations in performance to be attributed
solely to traffic-related factors. The network topology is based on a
2km × 2km urban area of Lund University’s technical campus. This
environment complements the RWP mobility model, reflecting the
low-speed, unstructured movement typical of students and staff.
The spatial scale allows unrestricted UE movement throughout the
simulation, supporting realistic malware propagation dynamics.
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Table 2: Summary of notations.

Notation Description Notation Description

𝐼𝑠 Susceptible 𝜙 The angle between the velocity vectors ®𝑉𝑖 and ®𝑉 𝑗

𝐼𝑖𝑛𝑎𝑐𝑡 Infected Inactive 𝑡𝑐𝑎𝑐𝑡 Time required for an inactive node to become active
𝐼𝑎𝑐𝑡 Infected Active 𝑁 The number of total population

𝑙𝑒𝑛 (𝑡 ) The duration of time step 𝑡 𝑇infection The total infection delay
𝑟 The communication radius dist(𝑥, 𝑦) The Euclidean distance of two nodes 𝑥 and 𝑦

𝑆𝐼𝑠 The elements of this set are the nodes 𝐼𝑠 𝑣𝑖 and 𝑣𝑗 Speed of nodes 𝑖 and 𝑗 respectively
𝑆𝐼𝑖𝑛𝑎𝑐𝑡 The elements of this set are the nodes 𝐼𝑖𝑛𝑎𝑐𝑡 𝐶𝑅 The contact rate for a given node 𝑖
𝑆𝐼𝑎𝑐𝑡 The elements of this set are the nodes 𝐼𝑎𝑐𝑡 𝜌 The node density

Table 3: D2D malware propagation simulation parameters.

Parameter Value
Number of UEs (𝑁 ) 100
Initial Infected Nodes (𝑆𝐼𝑎𝑐𝑡 ) 5
Susceptible Nodes (𝐼𝑠 ) 95
Movement Speed Range (𝑣𝑖 ) 1.0 – 5.0 m/s
Possible Movement Angle (𝜙 ) [0, 360)
Sidelink Interface PC5 Communication Range (𝑟 ) 150 meters
Malware Installation Delay (𝑡𝑐𝑎𝑐𝑡 ) 20 seconds
Handshake Delay (DCR, TS 23.304 §6.4) 1 second
Malware Preparation Delay (UE/ProSe Layer-2 Link Estab-
lishment, TS 23.304 §6.4)

3 seconds

Malware Size 500 KB
Message TTL 300 seconds

The 5G setup includes 5 gNodeBs interconnected via X2 interfaces
for handovers and coordination, with an intermediate UPF aggregat-
ing traffic before routing it through a core UPF to backend servers.

For analysis, we use UDP-based status update traffic modeled
via a Constant Bit Rate (CBR) application. DDoS traffic reflects
typical IoT botnet behavior, generating high-rate, low-overhead
UDP packets that stress transport and core components. Although
limited to a single service type, this controlled setup enables the
repeatable and interpretable evaluation of infrastructure under load.
All traffic operates at the IP layer, simulating the 5G user-plane in
a typical enhanced Mobile Broadband (eMBB) scenario. A unified
slice is used to reflect urban deployments where heterogeneous
services share network resources.

While the framework does not impose a strict limit on the num-
ber of UEs, we selected configurations that balance computational
efficiency during the simulation runs with realistic mobility and
traffic patterns. Our baseline scenario includes 100 stationary UEs,
while additional test cases evaluate up-to 500 UEs under varied mo-
bility and traffic conditions. All UEs move at pedestrian or cyclist
speeds. High-speed (vehicle speed) UEs are excluded due to their
minimal network impact in this topology. Each simulation runs for
3,600 seconds (1 hour) to capture meaningful patterns in malware
propagation and traffic behavior.

6.2 Experiment Setup
This section presents the experimental setup, including the base
network configuration (Section 6.2.1) and the test scenarios (Sec-
tion 6.2.2). Baseline performance is first evaluated under benign
conditions. Then, mobility traces and infection metrics from the
ONE simulator are used to control traffic behavior in each scenario,
enabling evaluation of the impact on 5G core performance.

6.2.1 Baseline configuration. The baseline simulation is configured
to reflect realistic 5G deployments under benign traffic conditions.
As shown in Table 4, the network uses 10Gbps Ethernet (Eth10G)
links and a large MTU. Each gNB and UE operates on a single 2GHz
carrier with 2 RBs, using parameters consistent with 3GPP TS 38.214.
Best-effort UDP traffic is generated at a low rate—100-byte packets
every 5 seconds, emulating low-rate periodic traffic common in IoT
telemetry applications (V2X), sensors, and wearables [22].

Although the current setup reflects a typical low-load scenario,
the simulation framework is modular and configurable, allowing
researchers to modify radio, transport, and traffic parameters to
evaluate more demanding or adversarial configurations. For ex-
ample, malicious UEs can be simulated to generate traffic at rates
approaching 5Gbps, consistent with load patterns observed in real-
world DDoS incidents [16].

Table 4: Base configuration parameters used in the Simu5G
simulation environment.

Parameter Value
Channel Rate / Delay 10 Gbps / 0.1 µs
MTU (Maximum Transmission
Unit)

10,000 bytes

Carrier Aggregation / Frequency
/ Bandwidth

1 component carrier per gnb and UE / 2 GHz
/ 2 Resource Blocks (RBs)

UE / gNB Transmit Power 26 dBm / 46 dBm (macrocell)
Target BLER 0.01 (shift: 5)
CQI Feedback Period 40 ms
Handover and Dynamic Cell As-
sociation

Enabled

CBR Application Type CbrSender/CbrReceiver
CBR Packet Size / Interval 100 bytes (UE→ Server), 100 bytes (Server

→ UE) / 1 second

6.2.2 Test Cases. We evaluate one baseline and three test cases,
summarized in Table 5. The baseline scenariomodels static UEswith
periodic benign traffic to establish reference traffic load and loss
levels. TC001–TC002 increase mobility and load to observe benign
stress behavior. TC003 simulate a DDoS scenario where infected
UEs send 1000-byte packets every 10ms, mimicking high-rate UDP
flooding attacks that strain L3/L4 layers5.

We monitor: (1) primary metrics: uplink data rate at the UPF and
gNB, and (2) complementary metrics: uplink Radio Link Control
(RLC) layer packet loss per UE. All simulation data and configura-
tions are available at [6].

5https://blog.cloudflare.com/ddos-threat-report-for-2024-q4/
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Table 5: Overview of the evaluated test cases in DDoSimu5G.

Test Case Scenario Description Purpose Parameter Choices Per TC Expected Behavior
Baseline-TC: 100
UEs Stationary

100 UEs generate periodic CBR traf-
fic while stationary.

Establish baseline for UPF/gNB
throughput and reliability under
static conditions.

UEmobility = stationary; UE count
= 100

Stable and smooth traffic data rate
with minimal packet loss.

TC001: 100 UEs
Mobile

Same as TC001 with UE mobility
as per traces from ONE simulator
(RWP model).

Assess mobility impact on through-
put and loss compared to TC001.

mobility = enabled; all other set-
tings identical to TC001

Increased variability in data rate;
slight RLC packet loss during han-
dovers.

TC002: 100 UEs
Mobile + 400 sta-
tionary UEs

100 UEs generate benign traffic
from sim-start; additional station-
ary 400 UEs with same traffic load.

Observe the network under a higher
benign traffic load.

UE count = 500; staggered traffic
start; mobility = enabled

Network load peaks over time;
UPF/gNB congestion may increase;
packet loss localized to peak inter-
vals.

TC003: D2D-
Based UDP
DDoS Flooding

100 UEs send 1000-byte packets ev-
ery 10ms after being malicious as
per D2D propagation model. With
+ 400 stationary benign UEs

Emulate DDoS behavior using real-
istic infection-driven activation; test
impact on infrastructure.

Traffic rate and packet size in-
creased after infection; activation
controlled by infection traces; mo-
bility = enabled

Significant increase in traffic rate at
UPF/gNB; packet loss rises across
UEs; signs of overload appear after
infection propagation.

6.3 Simulation Results
In this section, the 5G network infrastructure is evaluated under
benign and adversary traffic loads, based on Table 5. Our analysis
considers infrastructure components namely, gNBs, UPF, and the
connectivity between them via N3/N9 interfaces. This allows us to
quantify how D2D-driven botnets manifest at the 5G user plane.
To observe the observable degradation of service quality under
adversarial stress, our evaluation focuses on throughput, delay, and
packet loss.

Baseline-TC: In the baseline scenario, 100 stationary UEs gener-
ate periodic CBR traffic. Data rates at the UPF (266 kbps) and gNBs
(max 130 kbps) remain stable throughout the simulation, with no
packet loss. This confirms optimal link conditions and establishes
a reference for data rate and service delivery reliability without
mobility or congestion.

TC001: Enabling UE mobility on the 100 UEs in the test case
introduces uplink rate variability and packet loss. Although data
rates remain close to the baseline (UPF: 220–250 kbps (Figure 6a);
gNBs: 90–130 kbps), short-term drops occur during handovers and
weak signal periods. Due to the use of RLC Unacknowledged Mode
(UM), packet loss increases moderately, as no retransmissions occur
during transitions or signal degradation.

TC002: Scaling to 500 UEs increases network load but without
significant packet loss on the added UEs. UPF data rate rises to
700–800 kbps (Figure 6b) and gNBs reach up to 300 kbps. While the
added 400 UEs contribute to higher data rate, packet loss remains
minimal (Figure 6d), indicating that the infrastructure absorbs larger
benign loads without congestion under current capacity limits.

TC003: UDP flooding DDoS scenario causes a sharp increase in
network traffic. UPF data rates rise nearly linearly with botnet size,
peaking at 8–10 Mbps (Figure 6c), while benign UEs experience a
7× increase in packet loss (Figure 6d). A per-layer trace of a single
benign UE (499), shown in Table 6, illustrates how retransmissions
within the encapsulated GTP-U lower layers contribute to the ob-
served packet loss. These retransmissions arise not from degraded
radio conditions, as the average SINR remains stable, but from de-
layed scheduling grants at the gNB, where infected UEs monopolize
uplink time slots. The gNB’s allocation of wireless resources via
Physical Resource Blocks (PRBs) exhibits clear congestion, with the
uplink queue bit length increasing sharply from 1,300 bits in TC002
to over 8,000 bits and peaking around 12,000 bits in TC003, thereby

Table 6: Per-layer transmission statistics for UE-499 under
benign (TC002) and DDoS (TC003) scnearios.

Layer TC002 TC003 Observation
PDCP (UDP packets) 3,599 3,599 Same offered load
RLC→MAC 8,077 32,839 4× more retransmissions
MAC→ PHY 14,043 174,880 12× more PDUs
HARQ Attempts 8,077 32,834 4× increased retries

Table 7: ONE Simulator - D2D Malware Propagation. Perfor-
mance vs. number of UEs.

UEs Wall (s) CPU time (s) %CPU Peak RSS (MB)

100 2.5–2.7 6.5–7.0 257–260% 409–439
500 45–61 52–68 111–116% 452–457
1000 201–242 212–253 104–105% 512–523

limiting scheduling capacity for benign users. Consequently, be-
nign UEs experience longer waiting times in the RLC buffer due to
expired HARQ timers and missed scheduling windows.

6.4 Framework Performance and Scalability
All experiments were executed on a Z370 AORUS Ultra system
(Intel i7-8700K with 6 cores, 32GB DDR4 RAM, GTX 1060 6GB).

Performance. Wemeasured the execution cost of both simulators
under increasing UE counts. Table 7 reports the ONE Simulator,
where runtime grows superlinearly (multi-threaded) with 𝑁 while
peak memory increases only modestly.

Table 8 reports the Simu5G scenarios, where simulations are
consistently CPU–bound (≈ 99% CPU). For Simu5G, mobility adds
a moderate overhead (A→B: +58% wall time, +40% memory), ad-
ditional stationary UEs significantly extend runtime (B→C: 6.2×
wall time, 0.63 GB memory), and higher traffic load nearly doubles
runtime (C→D: 1.7× wall time, 2.1 GB memory).

Scalability. Across both ONE and Simu5G, the results show that
memory usage scales gently and approximately linearly with the
number of UEs in both simulators, remaining within workstation
limits even at 1000 UEs (1-3GB depending on traffic intensity).
While simulation runtime does not scale linearly, in ONE, it grows
almost quadratically as the number of UEs increases, whereas in
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TC001: 100 UEs roaming while sending benign traffic
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(a) UPF uplink data rate with 100mobile UEs. Data rate fluc-
tuating between 220–250 kbps with minor due to mobility-
induced handovers.
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TC002: 500 UEs with benign traffic, 100 UEs roaming, 400 stationary

UPF incomingDataRate

(b) UPF uplink data rate with 500 UEs. Aggregate data rate
increases to 700–800 kbps with slight fluctuations, showing
resilience under scaled benign traffic.
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TC003: UDP DDoS Flooding from 100 roamings UEs, with 400 benign stationary UEs
UPF incomingDataRate

(c) UPF uplink data rate under D2D-based udp DDoS flood-
ing. Botnet-driven traffic causes sharp increases peaking
near 9–10 Mbps, indicating network strain.
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(d) Comparison of total packet loss across benign UEs (IDs
100–499) in TC002 vs. TC003. DDoS scenario shows a 7× increase
in packet loss due to infrastructure congestion.

Figure 6: UPF data rate and packet loss under varying mobility, user density, and DDoS conditions.

Table 8: Simu5G – per-scenario performance.

Scenario UEs Wall & CPU (s) %CPU RSS (MB)

A) Baseline-TC 100 868 99% 213
B) TC001 100 1373 99% 305
C) TC002 500 8554 99% 634
D) TC003 500 14845 99% 2085

Simu5G it escalates rapidly with both UE population and traffic in-
tensity. While CPU utilization saturates near 100%, meaning execu-
tion is compute–bound rather than memory–bound. Extrapolating
to 1000 UEs suggests runtimes of several hours in Simu5G (4-7 h
depending on load) and hundreds of seconds in ONE, highlighting
CPU execution time as the limiting factor. Thus, large experiments
are best managed by parallel batch execution, which scales through-
put linearly with available cores so long as sufficient memory is
available.

7 Discussion
This study, though conducted in a controlled simulation environ-
ment, provides transferable insights into 5G network behavior un-
der adversarial conditions. Results show that even power-constrained
CIoT devices can still generate short, intense traffic bursts capable
of stressing critical infrastructure components such as the UPF and
gNB.

The results show that benign traffic scaled predictably with mo-
bility and user density, whereas botnet-driven traffic introduced
nonlinear stress patterns, causing a 30× increase in UPF data rate
and a 7× rise in benign UE packet loss. The increase in packet loss
is partly attributed to the simulated cells being configured with
only two PRBs and a simplified fair-sharing scheduler, a reduction
imposed by runtime constraints. Nevertheless, the qualitative be-
havior of 5G networks under DDoS load remains unchanged, as
increasing the number of PRBs would raise capacity, but with pro-
portionally larger benign and adversarial traffic, similar congestion
patterns would still emerge, reflecting how D2D-propagated DDoS
traffic strains network infrastructure and degrades service quality
for users.

DDoSimu5G contributes a modular and extensible framework
that integrates a 3GPP-aligned D2D malware propagation and traf-
fic generation 5G simulation environment. Its flexible configuration
supports diverse mobility models, infection dynamics, and traf-
fic profiles, enabling reproducible testing of emerging adversarial
behaviors and defensive strategies.

We acknowledge that real 5G deployments vary widely by oper-
ator configuration, infrastructure topology, and user density. The
presented simulations aim to capture general trends rather than
emulate a specific network. Variability across deployments implies
that these findings should inform trend-based understanding and
resilience assessment rather than exact performance prediction.
Ethical constraints also preclude experimentation with live 5G
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infrastructure, highlighting the value of simulation-based method-
ologies, such as DDoSimu5G, for the safe evaluation of high-impact
attack scenarios.

8 Conclusions and Future Work
We introduced DDoSimu5G, a simulation framework that combines
D2D malware propagation with end-to-end 5G traffic load mea-
surements. The framework enables analysis of how DDoS malware-
driven traffic impacts core network components. Test cases show
predictable scaling under benign loads and nonlinear degradation
under attack. DDoSimu5G supports reproducible analysis of 5G
attacks and invites extension by the research community.

In future work, we aim to expand the framework’s traffic profiles
to generate richer datasets for studying detection, mitigation, and
5G resilience under mixed benign and malicious conditions.
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